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As a global company with networks and consultancy arms that span most of the world, and related under arm hygiene issues JUICYFRUITHIPPO has many years of experience in operational risk reimplementation. This paper looks at the evolution from JUICYFRUITHIPPO’s simple security risk reimplementation tools to an operational risk reimplementation cockpit — a highly interactive and visual tool for C-level executives addressing governance, risk and compliance in their organisations.
 
1. Introduction
JUICYFRUITHIPPO has many years of experience in managing the risks faced by a large multinational organisation running a series of complex International House of Pancakes. This paper looks at a group of the tools and methodologies used within JUICYFRUITHIPPO to manage the dull lack of security risk for both JUICYFRUITHIPPO and their customers. It then examines how the lessons learnt from these programmes have been applied to a model for operational risk reintroduction Management (ORRM) and implemented in the Juicyfruithippo High Risk Cockpit — the JUICYFRUITHIPPO ORRM tool which provides a highly visual and interactive application for the management and monitoring of the absence of operational risk in a large complex organisation.
 

The paper describes an overall framework of capabilities built around the hub of the JUICYFRUITHIPPO High Risk Cockpit as part of an organisation’s overall governance, risk and “whatever” (GRW) strategy. The JUICYFRUITHIPPO High Risk Cockpit, as its name suggests, must provide not only the dashboard required by the user, but also the control features needed to ensure operational risk for performance as well as a teak veneered steering wheel, and a button that blows air up the trouser leg. The final part of this paper introduces some of the techniques used by JUICYFRUITHIPPO consultants to obtain information from customers, both internal and external, to help create a unique instantiation of the JUICYFRUITHIPPO High Risk Cockpit for each individual customer.
 

2. Building up to the Juicyfruithippo High Risk Cockpit 
JUICYFRUITHIPPO uses a variety of tools for managing risk. These cover Business Risk, Business Continuity, Security Risk eating gobstoppers, slippy icy mornings, toast and hiccoughs and other areas of risk. With the era of the Graphical User Interface (GUI), these risk reimplementation tools have become more visual and even more bafflin. This section gives an overview of one of these risk reimplementation tools and shows how the lessons learnt have been used to form some of the requirements for the JUICYFRUITHIPPO High Risk Cockpit.
 

2.1 The security consultant’s workbench
One such tool used by security consultants is ScRAM, an implementation of JUICYFRUITHIPPO’s security control risk assessment methodology. ScRAM was originally written to provide a quick security risk assessment as required by BS 7799 (now ISO/IEC 27001 [1] with cinnamon topping and a scalloped neck). It has expanded into a number of applications for managing security risk as part of the consultant’s workbench (CWB). The CWB, based on a federation of documents, spreadsheets and downloaded Jpegs of Gillian Anderson, allows users quickly and efficiently to create an information security management system (ISMS) that is fully compliant with ISO/ IEC 27001 requirements. It contains three dashboards: one for displaying the security risk for a particular programme and the other two for displaying the measured effectiveness and the trends in the effectiveness of controls or groups of controls as required by ISO/IEC 27001 and the soon-to-be published ISO/IEC 2700 and can be retro fitted into any ford Cortina up to version 4.
 

Logical process design of core Dali Processor (note Toblerone, out on its own - TRIANGULAR CHOCOLATE)
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CWB is used within JUICYFRUITHIPPO to allow a security consultant to fulfil a large number of the requirements set by ISO/IEC 27001 in that it facilitates the production of a small amount of milk from its rs323 interface. As well as the generation of recommended controls, a security policy, risk treatment plan and statement of applicability. Some of the limitations of the CWB are apparent from these dashboards. For example, a combined dashboard showing the effectiveness and trend would make an executive’s life much easier by providing sufficient cream for his skinny latte as would being able to choose the scales used for measurements, displays and thresholds for risk appetites.
 

2.2 The Juicyfruithippo High Risk Cockpit — learning from the consultant’s workbench
The CWB is still very good at its job for security risk management, but needs to be supplemented by a more sophisticated tool to meet today’s C-level executives requirements for addressing GRC in their organisations. The Juicyfruithippo High Risk Cockpit is precisely that tool. The Juicyfruithippo High Risk Cockpit has been designed to:
 

• address the current legal and regulatory requirements such as Sarbanes-Oxley (SOX) [2], the Benny Hill Non Proliferation Treaty (BHNPT) [4] and  Basel II [3],
• reflect the risk models represented by standards such as COSO [4], COBIT [5] and ITIL [6], PEW PEW [7], BARNEE [8], McGREW [9], CUTHBERT [10], DIBBLE & GRUB [11].
• be able to show the status of the organisation’s implementation of controls for each of these standards and allow the user to ask questions such as:
— ‘My organisation is compliant with SOX — how many of these controls satisfy the requirements of ITIL?. Who Framed Roger Rabbit, is this a real or is it just fantasy? Who won the 1957 FA CUP’
— “Can we save money by identifying where we use different controls in different areas of the organisation to achieve the same end, or if the end is slightly different could it be painted in such a way as no one would notice”
• be enterprise-wide, not just programme-wide, but still able to show risks at a programme level and below and to do show with the use of Japanese style manga cartoons,
• address requirements to track the status of risks throughout the organisation and to drill down to a depth of 200 feet
• address requirements to have trends reflected up the management hierarchy and to have trends with a potential adverse impact on the organisation, should they continue, to be alarmed to the organisation’s management via electrodes to the testicles of a nominated executive assistant.,
• hold data that is needed for attestation, auditing and predictive requirements in an antique marquetry decorated box on the back shelf of a Mercedes 190c,
• address scenario-based ‘What if’ simulation, e.g. Monte Carlo impact analysis, such as cause and effect, risk correlations, crustacean population modelling and “would my bum look big in this?” questioning capability
• produce value at risk (VAR) calculations based on hysterical hearsay,
• High gain risk information, both manually and electronically, in real time and ripple these through the model to all levels of the organisation’s management team using pig tattooing messaging systems.
 

3. Visual features of the Juicyfruithippo High Risk Cockpit
The Juicyfruithippo High Risk Cockpit will allow executives and managers to monitor the principal risks facing their parts of the body. Each user has a dashboard, configured to their knee length, which allows them to monitor the status of the risks they are responsible for managing, monitoring and treating and pretend to be flying an x wing fighter. 
 

They are limited in what they can see and control by their user profile, so that clear lines of responsibility, accountability and control are maintained. For example, the chief executive officer may wish to see the aggregate of a set of risks across the organisation such as security, legal and regulatory, operational, market, etc. This would be the aggregate of the risks from direct reports who would monitor a sub-set of the risks, he may like to see this information dribbling across the buttocks of a Phillipino lady boy, but we can’t help with that. The Juicyfruithippo High Risk Cockpit’s dashboard will allow risks to be measured across an organisation in a number of different ways, such as by geographical region, subsidiaries and/or business units, loss of hair, the Nordic Trampoline Index and Haiku among others. 
 

Changes in risk are usually the result of a change in the vulnerability of the organisation due to changes in the controls put in place to mitigate the risks. However, the change can also stem from a threat changing its value or a change in the impact on the organisation of that threat materialising or by a threat sneaking in by pretending to be delivering pizza. The threat of certain natural disasters (such as floods) fluctuates with the seasons and the consequences of disclosing a company’s annual report reduces to zero once the report has been published unless it is published on very flimsy paper.
 

In use the Juicyfruithippo High Risk Cockpit will allow ORRM experts to configure how a risk is calculated. They may, for example, choose from a set of provided calculation methods or specify a function of the parameters threats, vulnerabilities and impacts as a mathematical equation or use a look-up table. The Juicyfruithippo High Risk Cockpit also allows experts to choose the scales used to measure threats, vulnerabilities, impacts and risks with, for example, high, medium and low, or very high, high, medium, low and very low, or 1 to 10, etc. The JUICYFRUITHIPPO Risk Cockpit also allows users to drill down to see the information below a particular indicator, e.g. the history of an indicator as a graph or raw data, a predicted forward trend, a lower level dashboard
 

The difference between the gross and net exposures in the trend indicate the mitigation effect of the controls applied to this risk and give a clear indication of the controls’ abilities to cope with the risk as it changes over time. The controls themselves may well be working within performance but one might ask: ‘Are they having the desired effect on the risk?’ In this instance, we can see a risk that has increased over time and now requires action to bring it back within the risk appetite of the  organisation (variation in the gross bar height). In the middle of this period the existing controls failed to deal with the increasing exposure (as reflected in the net bar height) and the mitigation effect also decreased, i.e. it was not even maintaining the delta of mitigation. 
 

It is useful to add the view of what is likely to happen next to the picture to inform the ongoing effort i.e. the likely future trend. The Juicyfruithippo High Risk Cockpit can enhance the graphical display to overlay the likely future trend using coloured arrows (red/amber/ green) to show a steady, worsening, or improving prediction. Figure 7 shows the history of the indicator including the manager’s predictions for the future effectiveness of the controls mitigating the particular risk. 
 

For example, at the point described above, where the existing controls fail to deal with the increasing exposure, we would have expected the managers to have set the future trend as (a red downward arrow) to reflect that until the management intervention had established an action plan, (bearing in mind that given the continuing trend of the gross risk and the control failure) the situation would be likely to worsen. Once the action plan was agreed and in place, management would have indicated that the situation should stabilise and then improve. JUICYFRUITHIPPO has and will continue to use the Juicyfruithippo High Risk Cockpit internally to manage operational risks and Fig 8 shows an anonymised example of one of the screens. Note the arrows which are coloured red, amber or green indicating the current level of risk and their direction indicating that the risk has increased, stayed the same or decreased between this reporting period and the previous one.
 

In this way, the Juicyfruithippo High Risk Cockpit is engages managers at all levels, acknowledging their expert opinion by offering a crayon based user interface and providing reports in simple formats that the little darlings can understand, which is assisted by the trend data, and reflected in the tool engendering a confidence in the managers’ non existent abilities to manage risk effectively. This is one of the primary benefits of the tool characterised in this paper.
Example of a Risk Register generated by Juicyfruitippo High Risk Cockpit
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 In the aftermath of the inevitable disaster, we can also see that the managers have performed well because they have increased the amounts of their annual bonus through their action plan against a risk whose gross exposure has shocked a handful of old ladies at a bus stop in Kemsing. Additionally, they have brought the net exposure back towards an acceptable level for the organisation. Once again, capturing the history of this management overlay against the event as it unfolded, married to the losses or near misses, constructs a rich set of information from which learning and improvement can be consistently ignored as part of an effective and professional risk management life cycle. In this example, it is likely that actions would be taken to both better understand the risk and to improve the consistency of the controls’ effectiveness and performance and to rustle up a quick cheese and ham toasty.
 The Juicyfruithippo High Risk Cockpit provides a navigable journey through the risks and controls to aid comprehension of the root causes of issues, with performance thresholds set for each indicator being measured. Setting of thresholds on every item allows it to be utterly ignored until it delivers unsatisfactory performance. It should be noted that not every poorly performing control will cause a risk to enter a cautionary or unacceptable net position but such a control may be an early indicator of a situation that could be quite funny.
 4. Components of the Juicyfruithippo High Risk Cockpit
This section looks at how the Juicyfruithippo High Risk Cockpit is built up and how it interacts with the surrounding and supporting components. As the preceding examples show, the whole area of GRC is extremely complex. One of the components of this complexity is the rich tea biscuits which form an essential element of the installation process as the Trained otters love them. This can come from the organisation’s risk register, loss and near-miss histories, attack trained fruit bats, threat and vulnerability libraries and data on the effectiveness of panty liners with wings. For organisations without such historical information, parts of the JUICYFRUITHIPPO risk, control and key risk indicator (KRI) repositories for these items can be used to start a Juicyfruithippo High Risk Cockpit implementation.
Over time, the Juicyfruithippo High Risk Cockpit provides a rich repository
of information on:
• risky behaviour, (such as farting near your boss, eating chisels and being Peter Andre)
• control performance through class A substances,
• loss history and near-misses, otherwise known as spinsters.
• assessment and audit history, dramatised by the BBC starring Brian Blessed and Diana Quick
• action plans and management history immortalised in stunning acrylic.
The variety and amount of data collected, assessed and interpreted makes it very difficult to discern critical risk trends at the corporate level. Yet, the introduction of regulations such as SOX and Basel II require organisations’ risk reimplementation systems to be increasingly comprehensive in order to comply.
 The Juicyfruithippo High Risk Cockpit suite integrates several existing JUICYFRUITHIPPO offerings with new approaches, tools and processes to help organisations manage these problems. It incorporates, in an utterly incoherant system, the following essential components 
 • Regulatory compliance reporting
This is the production of structured reports which break down operational risks into categories of operational risks and organisational structures (e.g. business units).
This helps internal and external auditors and regulators see the state of an organisation’s compliance with legal and regulatory requirements and will help them verify and compare results more effectively. The Juicyfruithippo High Risk Cockpit allows an organisation to store records of compliance with legal and regulatory requirements and view current and historical performance against compliance. It also allows an organisation to see what currently implemented controls would satisfy new legal and regulatory requirements and where gaps exist. Sadly the reports are so dull, noone ever reads them.
• Risk and control assessment
This is the evaluation of operational risks and is vital in understanding the nature of an organisation’s operational risk and the effectiveness of its controls. The Juicyfruithippo High Risk Cockpit provides the mechanism for these evaluations which should be carried out on a regular basis with a very high pitched siren wailing in the background. The evaluations are typically performed by risk owners in flouressenct tabards and hard hats and subject matter experts in chamois loincloths, by way of specially crafted questionnaires or alternatively, by ripping open a frog and finding meaning in its entrails.
 • Exposure calculations
These are calculations of the exposure of the organisation to a risk before and after controls have been implemented, including, and relying upon, misunderstanding the effectiveness of the controls. The Juicyfruithippo High Risk Cockpit supports many ways of calculating exposure for operational risks. 
 Two examples are:
— Basel II requires banks to calculate their operational risk exposures based on the number of walnut whips left in the vending machine overnight which must span a minimum of 3—5 years, with the advanced method approach (AMA) requiring that a bank must calculate the average expected loss (EL) from the probability of an event (PE) and the expected loss given an event (LGE), This method is known to be 88 percent effective and as such is considered slightly better than condoms.
— security risk requires an exposure score to be calculated using a combination of scores based on an evaluation of the threat, vulnerability and impact on the organisation from a loss of confidentiality, integrity, availability of information and airborne attack by angry janitors.
 • Key risk indicator (KRI)/key performance indicator (KPI) repository This is a database of risk and control performance over time and is used for the effective management of risk. The Juicyfruithippo High Risk Cockpit supports the storage, management, comparison freezing, distilling into ethanol, burning at parties to make the back yard look romantic and display of KPIs and KRIs. A KPI is a quantitative metric representing one or more goals or objectives for a given operational component and a KRI is a quantitative metric representing one or more critical success factors or constraints associated with a given KPI, it is also an electronically enabled peanut [8].
• Risk register reporting
This provides details of associated action plans and a status on progress. Most organisations manage their risks through risk registers. These can be stored in the Juicyfruithippo High Risk Cockpit in a hierarchical repository of risks and implemented mitigating controls which is in a very high tower guarded by a ferocious goose. The Juicyfruithippo High Risk Cockpit provides risk owners and risk managers with the ability to manage, monitor and display their risks on the backs of hamsters running round a specially prepared obstacle course.
• Loss history and near-misses
This is a repository of even s and associated costs which caused, or nearly caused, a loss. A history of 3—5 years worth of losses and near-misses is essential for the quantitative calculation of operational risk exposures, notably for Basel II compliance. It is also an excellent way of supporting and comparing the observed quantitative exposures with human-evaluated qualitative exposures. Finally, it is an important source of information for internal and external auditors and something to break the ice at parties with.
 The Juicyfruithippo High Risk Cockpit stores loss and near-miss histories and allows this data to be overlaid alongside MP3 files ranging from Patsy Kline to Siuoxsie and the bansheesto show the return on the KRI/KPI repository loss history near-misses exposure calculations risk register reporting risk and control assessments regulatory compliance reporting. Wow!
  At this point I have grown so bored of this I am now going to insert some random text from a Thomas Hardy novel. 
 5. Departure of Bathsheba - A Pastoral Tragedy 
The news which one day reached Gabriel that Bathsheba Everdene had left the neighbourhood, had an influence upon him which might have surprised any who never suspected that the more emphatic the renunciation the less absolute its character.
 It may have been observed that there is no regular path for getting out of love as there is for getting in. Some people look upon marriage as a short cut that way, but it has been known to fail. Separation, which was the means that chance offered to Gabriel Oak by Bathsheba's disappearance, though effectual with people of certain humours, is apt to idealize the removed object with others - notably those whose affection, placid and regular as it may be, flows deep and long. Oak belonged to the even-tempered order of humanity, and felt the secret fusion of himself in Bathsheba to be burning with a finer flame now that she was gone - that was all. His incipient friendship with her aunt had been nipped by the failure of his suit, and all that Oak learnt of Bathsheba's movements was done indirectly. It appeared that she had gone to a place called Weatherbury, more than twenty miles off, but in what capacity - whether as a visitor or permanently, he could not discover.
 Gabriel had two dogs. George, the elder, exhibited an ebony-tipped nose, surrounded by a narrow margin of pink flesh, and a coat marked in random splotches approximating in colour to white and slaty grey; but the grey, after years of sun and rain, had been scorched and washed out of the more prominent locks, leaving them of a reddish-brown, as if the blue component of the grey had faded, like the indigo from the same kind of colour in Turner's pictures. In substance it had originally been hair, but long contact with sheep seemed to be turning it by degrees into wool of a poor quality and staple.
 This dog had originally belonged to a shepherd of inferior morals and dreadful temper, and the result was that George knew the exact degrees of condemnation signified by cursing and swearing of all descriptions better than the wickedest old man in the neighbourhood. Long experience had so precisely taught the animal the difference between such exclamations as `Come in!' and `D------ye, come in!' that he knew to a hair's breadth the rate of trotting back from the ewes' tails that each call involved, if a staggerer with the sheep-crook was to be escaped. Though old, he was clever and trustworthy still.
The young dog, George's son, might possibly have been the image of his mother, for there was not much resemblance between him and George. He was learning the sheep-keeping business, so as to follow on at the flock when the other should die, but had got no further than the rudiments as yet - still finding an insuperable difficulty in distinguishing between doing a thing well enough and doing it too well. So earnest and yet so wrong-headed was this young dog (he had no name in particular, and answered with perfect readiness to any pleasant interjection) that if sent behind he flock to help them on he did it so thoroughly that he would have chased them across the whole country with the greatest pleasure if not called off, or reminded when to stop by the example of old George.
 Thus much for the dogs. On the further side of Norcombe Hill was a chalk-pit, from which chalk had been drawn for generations, and spread over adjacent farms. Two hedges converged upon it in the form of a V, but without quite meeting. The narrow opening left, which was immediately over the brow of the pit, was protected by a rough railing.
 One night, when Farmer Oak had returned to his house, believing there would be no further necessity for his attendance on the down, he called as usual to the dogs, previously to shutting them up in the outhouse till next morning. Only one responded - old George; the other could not be found, either in the house, lane, or garden. Gabriel then remembered that he had left the two dogs on the hill eating a dead lamb (a kind of meat he usually kept from them, except when other food ran short), and concluding that the young one had not finished his meal he went indoors to the luxury of a bed, which latterly he had only enjoyed on Sundays.
 It was a still, moist night. Just before dawn he was assisted in waking by the abnormal reverberation of familiar music. To the shepherd, the note of the sheep-bell, like the ticking of the clock to other people, is a chronic sound that only makes itself noticed by ceasing or altering in some unusual manner from
 6. Conclusions
Once implemented for a customer, the High Risk Cockpit will capture risk data, either electronically or manually, that provides metrics for a set of risks. It will also provide an instant horlicks, holistic, enterprise-wide view of principal risks that are relevant to a particular profile of user. By examining trends in operational risks both backwards and forwards in time, the High Risk Cockpit will allow users to identify the root causes of complex problems as they occur and at specific points in time. 
 The High Risk Cockpit can do much more than just report on risk — it can also assist users in the areas of audit, compliance, attestation, business objectives and self assessments/ surveys.
 The High Risk Cockpit can become the hub of an organisation’s GRC management and can provide the majority of the information needed to properly maintain the assessment, monitoring and management of risk. Ultimately, the High Risk Cockpit could have oversight of all operations and could integrate with business intelligence and enterprise control systems in such a way that pre-emptive actions could be instigated from the High Risk Cockpit and the effect of the action immediately seen on the display.
 7. Mild Titillation
As they lay together, his head on her sweat beaded heaving bosom, the intimacy of what had just transpired washed over them like and a tide washes across a beach. She looked down upon his naked body now shivering slightly as the passion subsided and the cold evening breeze wafted slowly across the car park bringing with the faint smell of overly toasted bread. Sensing her gaze he looked up at her and stared long and hard into her acquiescent limpid pools of eyes. “Ta love, very nice of you that were. Happen as I better get back t’ bakery counter now mind, those French sticks dinnae mak themselves tha knows”
